
An BDS Spoofing Interference Detection and 
Identification Method Using the Radio Determination 

Satellite Service 
 

Zhengkun Chen, Jing Li, Qizhen Weng, Fan Feng, Du Li, Xuelin Yuan, Xiangwei Zhu 
School of Electronics and Communication Engineering 

Sun Yat-Sen University 
Shenzhen, China 

chenzhk8@mail2.sysu.edu.cn, zhuxw666@mail.sysu.edu.cn 
 

 
Summary—The vulnerability of the BeiDou navigation satellite 

system (BDS) to potential spoofing interference poses a significant 
challenge to its widespread application in transportation, power 
timing, and other industries.  How to detect and identify spoofing 
interference rapidly and exactly becomes a critical issue. The 
traditional receiver autonomous integrity monitoring (RAIM) can 
detect and identify a few spoofed satellites through the consistent 
detection of redundant observations, while it will be ineffective in 
the case of most satellites being spoofed. This paper proposes a 
spoofing BDS interference detection and identification method 
using radio determination satellite service (RDSS) pseudo-range 
assistance. The signal of BDS RDSS has a two-way user 
authentication system at the master station, which is challenging 
to be spoofed. Using the RDSS pseudo-range observation to 
provide additional information for the RAIM algorithm can 
enhance the fault detection and identification capability. The 
simulation results show that the RDSS-assisted method can still 
effectively detect and identify spoofed interfering satellites in the 
case of the majority of satellites being spoofed, and the availability 
of the proposed method is significantly improved over the 
traditional RAIM method. 

Keywords—BDS; radio determination satellite service; spoofing 
interference; detection and identification; receiver autonomous 
integrity monitoring  

I. INTRODUCTION 

Since its fully deployment in 2020, the BeiDou satellite 
navigation system (BDS) has been widely utilized in various 
fields such as transportation, power timing, and public security 
due to its high accuracy and diverse services[1]. However, the 
general vulnerability of radio navigation satellite service 
(RNSS) to potential threats of spoofing interference has also 
limited its application in some critical areas, and studies have 
shown that RNSS spoofing interference can cause positioning 
and timing failure [2]. As a result, identifying and detecting 
RNSS spoofing interference rapidly and accurately has become 
a crucial challenge. 

The traditional receiver autonomous integrity monitoring 
(RAIM) can detect and identify the spoofed satellites through 
the consistent detection of redundant observations. However, it 
may not work when most or even all satellites are spoofed. 
Reference [3] proposed a one-dimensional traversal maximum 

likelihood estimation MLE-RAIM method for anti-spoofing 
applications, which can exclude multiple spoofing signals, but 
it requires significant computing resources. Another approach 
is to use additional sensors such as IMUs and high-precision 
clocks to provide auxiliary information for spoofing 
interference detection [4]-[5]. Reference [4] proposed a 
measurement deviation determination method that can 
successfully avoid spoofing with tightly-coupled GNSS/IMU. 
However, it may significantly increase user costs. 

The BDS-3 system offers standard RNSS services, enabling 
users to access reliable satellite communication and PVT 
services [2]. Dual-mode receiver products supporting both 
RNSS and RDSS services are already available at relatively low 
cost. The RDSS signal incorporates a two-way user 
authentication system at the master station, making it resilient 
to spoofing interference. Reference [6] proposes an anti-
spoofing technology in the location domain using 
comprehensive RDSS service, and a classifier of RNSS pseudo-
range is constructed using RDSS pseudo-range. However, this 
approach requires the receiver to have a multi-peak acquisition 
and tracking architecture. In this paper, the RDSS pseudo-range 
observation volume is utilized to provide additional reference 
information for the RAIM algorithm, which can improve the 
fault detection and identification capability, combining the high 
reliability of RDSS and the high precision of RNSS. 

II. METHODS 

A. The Principle of BDS RNSS and RDSS Services 

The schematic diagram of the two services of the BDS is 
shown in Fig. 1, where the solid blue line indicates the standard 
RNSS signal, which can be broadcasted by the geostationary 
orbit (GEO), medium earth orbit (MEO) and inclined 
geosynchronous orbit (IGSO) satellites; the blue dashed line 
indicates the RNSS spoofing signal broadcasted by the timing 
spoofing simulator; the red line indicates the RDSS signal of 
the BDS. The signal transmitted from the master control center 
(MCC) and forwarded to a user via a GEO satellite is called the 
outbound signal. The signal transmitted by a user and 
forwarded to the master station via a GEO satellite is called the 
inbound signal. The outbound and inbound signals are denoted 



by solid red lines and red dashed lines, respectively. These 
types of satellites can be used for the timing of a power system. 

For RNSS positioning, the RNSS pseudo-range equation 
between the ith satellite and the receiver can be expressed as 

𝜌୧ = ඥ(𝑥௜ − 𝑥௨)ଶ + (𝑦௜ − 𝑦௨)ଶ + (𝑧௜ − 𝑧௨)ଶ + 𝑐(𝑡௨ − 𝑡௜) + 𝜀௜ (1) 

where ( 𝑥௜ , 𝑦௜ , 𝑧௜)  is the location of the ith satellite ，
(𝑥௨ , 𝑦௨, 𝑧௨) is the location of the receiver，𝑡௨  is the receiver 
clock overrun relative to system time，𝑡௜  is the overrun of the 
clock of the ith satellite relative to system time，𝜀௜  is the 
pseudo-range measurement error of the ith satellite. Knowing 
the pseudo-range and ephemeris of at least 4 satellites, the user's 
position and time information can be solved by listing a system 
of equations. 

The BeiDou RDSS positioning system consists of two 
geostationary satellites, a user, and a measurement control 
center(MCC), and operates on the principle of calculating the 
pseudo-range by transmitting a measurement signal from the 
user to the satellite and then to the MCC. The two-way 
transmission time from the user to the MCC via the satellite is 
then added to calculate the user's geographic elevation in the 
elevation library stored in the MCC, which is used to determine 
the user's coordinates. The MCC then sends the user's 
coordinate information to the user via the satellite, thereby 
completing the positioning service. 

Assuming that the jth satellite is a GEO satellite, similar to 
the RNSS pseudo-range, the RDSS pseudo-range can be 
expressed as a two-way pseudo-range from the MCC to the 
satellite and then to the user： 
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where (𝑥଴, 𝑦଴, 𝑧଴) is the location of the MCC. The first term in 
the equation is the pseudo-range measurement from the MCC 
to the satellite, and the second term is the pseudo-range 
measurement from the satellite to the user. 𝑡௨

ᇱ  is the receiver 
clock overrun relative to system time, 𝑡௜ is the overrun of the 
clock of the ith satellite relative to system time, same as RNSS 
system，𝜂௜  is the pseudo-range measurement error of the ith 
satellite. 

B. RAIM-based spoofing detection and identification method 
for RNSS 

Receiver Autonomous Integrity Monitoring (RAIM) was 
originally designed as a terminal signal processing method to 
detect and identify faults. Since spoof signals can lead to 
erroneous measurements, RAIM can be extended to the field of 
spoof detection and can treat spoof signals as fault signals. 
RAIM can detect faults and troubleshoot only one fault by 
testing the consistency of measurements from various satellites. 
However, when multiple  spoof signals are present at the same 
time, and it is necessary to filter the visible satellites to achieve 
spoof identification by a subset of consistency checks. 

The RAIM algorithm requires at least five visible satellites 
to achieve spoof detection, and the commonly used methods are 
the least squares residuals method and the parity space method 
[7]. This paper focuses on spoof detection and identification 
based on the least squares residuals method. 

Knowing the pseudorange of at least four visible satellites, 
the four unknown quantities [𝑥, 𝑦, 𝑧, 𝛿𝑡௨]  can be solved, 
where 𝛿𝑡௨ is the receiver clock difference which equals 𝑐𝑡௨. 

With m visible satellites, the GNSS observation equation 
after associating multiple pseudo-range equations and 
linearizing them can be expressed as: 
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Simplify the above equation we have: 
𝒁 = 𝑯𝑿 + 𝜺 (4)                   

where the vector 𝒁  is the difference between the measured 
pseudo-range and the estimated pseudo-range, which is 
obtained by incorporating the receiver approximate position 
and clock deviation into the pseudo-range equation. The 
measured value is the pseudo-range measurement obtained by 
the receiver.  The matrix 𝑯 is the design matrix, while  𝑿 is the 
estimated state vector, which comprises three position 
components and the receiver clock deviation for the same 
source, three position components, RNSS clock deviation and 
RDSS clock deviation for different sources. Finally, the vector 
𝜺 is the 𝑁 × 1 observation noise vector. 

According to the least squares algorithm, the estimation of 
𝑿 is：

𝑿෡ = (𝑯்𝑯)ିଵ𝑯்𝒁 (5)                     
The pseudo-range residual can be expressed as 

                              𝑤 = [𝑰𝒏 − 𝑯(𝑯்𝑯)ିଵ𝑯்]𝒁                        (6) 
In the RAIM method, the residual is utilized as a decision 

variable to determine the presence of outliers in the 
measurement. The sum of squared residuals can be expressed 
as:

𝑆𝑆𝐸 = 𝑤்𝑤 (7) 
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Fig. 1.  Diagrams of the RNSS and RDSS satellite timing and 

spoofing interference in the BDS. 



Let 𝐷 = 𝑆𝑆𝐸/𝜎଴
ଶ  and 𝜎ଶ  be the variance of the pseudo-

range measurement error. 
Assuming that the elements of 𝜺  follows a Gaussian 

distribution with mean zero and variance 𝜎଴
ଶ. In the absence of 

faults, 𝐷  follows a chi-squared distribution with degrees of 
freedom of 𝑁 − 4. However, in the absence of faults, it follows 
a non-central chi-squared distribution. 

The detection threshold can be pre-calculated based on the 
false alarm rate requirement and the number of visible satellites.  
If 𝑁  is the number of visible satellites involved in the 
calculation, then two hypotheses can be formulated: 𝐻଴ for 
fault-free situation and  𝐻ଵ for situation with faults.  

𝐻଴：𝐷 ∼ 𝜒ଶ(𝑁 − 4) 
𝐻ଵ：𝐷 ∼ 𝜒ଶ(𝑁 − 4, 𝜆) 

Therefore, for a given false alarm rate, 

𝑃(𝐷 < T) = න  
்

଴

𝑓௫మ(ேିସ)(𝑥)𝑑𝑥 = 1 − 𝑃୊୅ (8) 

The equation can be used to determine the detection 
threshold T. If  D is less than T, it is considered that no spoofing 
is present; otherwise, it is considered that spoofing has occurred. 
The non-central parameter 𝜆 is related to the size of the error, 
with larger errors corresponding to larger 𝜆 values. Therefore, 
the threshold T can be adjusted accordingly based on the level 
of error tolerance and the probability of false alarms, to ensure 
a reliable and effective spoofing detection system. 

After spoofing is detected, it is also possible to identify 
spoofing satellite by using the observation subset testing 
method [8],[9]. 

C. RDSS-assisted RAIM spoofing detection and identification 
method 

When employing least squares residuals RAIM to detect 
spoofing, a minimum of five visible satellites is required for 
spoofing detection and six for identifying specific spoofed 
satellites. In situations where a large number of satellites are 
spoofed simultaneously, the conventional least squares 
residuals test method may incorrectly treat the spoofed satellite 
signals as standard, while classifying normal satellite signals as 
anomalous satellites. To address this issue, the normal pseudo-
range of RDSS provided by the GEO satellites can be utilized 
as a priori information in conjunction with the least squares 
residuals method, in order to assess consistency among the 
satellites. 

The following section describes the principle of the RDSS-
assisted the least squares residual RAIM algorithm. The 
difference mainly lies in the design matrix H and the 
distribution of the residual statistic D. 

For RNSS and RNSS different clock source systems, if the 
pseudo-ranges of at least five visible satellites are known, the 
five unknown quantities  [𝑥, 𝑦, 𝑧, 𝛿𝑡௨, 𝛿𝑡௨

ᇱ ] can be solved, 
where 𝛿𝑡௨ is the RNSS source clock difference of the receiver 
which equals 𝑐𝑡௨, and 𝛿𝑡௨

ᇱ  is the receiver’s RDSS source clock 
difference which equals 𝑐𝑡௨

ᇱ . 
With 𝑚 visible GEO satellites that can acquire both RNSS 

and RDSS information and 𝑘 other visible satellites with RNSS 
information only, the GNSS observation equation after 

associating multiple pseudo-range equations and linearizing 
them can be expressed as follows: 
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In particular, for RNSS and RDSS simultaneous clock 
source systems we have Δ𝛿𝑡௨

ᇱ =Δ𝛿𝑡௨. 
Using the least squares residual method similar to the 

traditional RAIM to calculate the residual statistic 𝐷, there are 
5 unknown quantities to be solved, then for fault-free situations 
and situations with faults, the distribution of 𝐷 obeys: 

𝐻଴：𝐷 ∼ 𝜒ଶ(𝑛 − 5) 
𝐻ଵ：𝐷 ∼ 𝜒ଶ(𝑁 − 5, 𝜆) 

Therefore, for a given false alarm rate 𝑃୊୅, the threshold T 
can be determined by the following equation: 

න  
்

଴

𝑓௫మ(ேିହ)(𝑥)𝑑𝑥 = 1 − 𝑃୊୅ (10) 

To identify spoofing satellites, a subset screening method is 
commonly used in RAIM. In this method, 𝑚 visible GEO 
satellites are used as a priori information and not included in 
subset screening. In each cycle, ℎ satellites are removed from 
the remaining 𝑘 satellites to form 𝐶௞

௛  subsets. Each subset is 
then used to perform a residual test jointly with RDSS 
observations. The value of  ℎ starts from 1 and increases in each 
cycle until a subset with residual statistics below the test 
threshold is screened out and used for subsequent solving. Then 
the satellites outside the subset are excluded, ensuring that the 
positioning timing results are not affected by spoofing signals. 

D. The Algorithm 

In this paper, the normal pseudo-range of RDSS provided 
by GEO satellites is used as a priori information to perform the 
least squares residual method with other satellites detected in 
RAIM consistency detection. The process of RNSS spoofing 
interference detection based on RDSS assistance is shown in 
Fig. 1, which mainly consists of five steps:  

1) Obtaining the linearized observation equation with 
RNSS observations and RDSS observations. 

2) Solving the PVT solution using the least squares. 
3) Computing the residual statistics (𝐷). 
4) Definition the test statistic. 
5) Comparing with the threshold. If the value of  D is 

greater than the pre-calculated threshold, it is considered that 
there are spoofing signals present, and further testing is carried 



out on the subsets of observations to screen out the non-
spoofing subsets, thus achieving the rejection of spoofing 
interference. 

III. RESULTS AND DISCUSSION 

A. Simulation Platform 

The dataset used in this experiment is generated by the 
signal source with 16 visible satellites, among which GEO 
satellites are satellites 1-5 that can provide RDSS and RNSS 
services simultaneously. The Fig. 3. Shows the sky map of the 
BDS in the receiver’s area. This experiment only utilizes the 
RDSS data of 1 and 2 of these satellites. The total length of the 
data is 10 minutes , during which a slow drift occurs from the 
180th second and it reaches the target clock difference at the 
420th second. 

Our experiment consists of three main parts: minority 
spoofing dataset, majority spoofing dataset, and all satellite 
spoofing dataset. In each part, we compared the performance of 
Method A, which is the traditional RAIM algorithm, with 
Method B, which is the RDSS-assisted RAIM algorithm, in 
detecting and identifying spoofing signals under different 
scenarios. The detection performance was evaluated using the 
change feature of the residual statistics, while the identification 
performance was measured by the clock difference of the final 
solution. The preset false alarm rate 𝑃୊୅ for this experiment is 
0.1%. 

B. Analysis of Experimental Results 

Minority spoofing dataset was tested first, and it can be seen 
from Fig. 4 that the two RAIM algorithms increase to a certain 
level of residual statistics over the threshold during the slow 
growth of the pull-off time. The effectiveness of the RAIM 
algorithm in detecting a small number of satellite spoofing can 
be demonstrated, and the RDSS-based RAIM algorithm is still 
effective in this case. 

In the majority spoofing scenario, both methods are capable 
of detecting spoofing signals, but their identification 
performance judged by the solved clock error differs.  Initially, 
when the pull-off differences is small, both algorithms fail to 
correctly identify and exclude the spoofed satellite. However, 
as the pull-off difference increases, the RAIM algorithm 
assisted by RDSS information successfully identifies the 
spoofed satellites and excludes them, resulting in the solved 
clock difference returning to normal values instead of 
continuing to be pulled off.  This indicates that for majority 
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Fig. 2.  The flow chart of RDSS-assisted RAIM spoofing detection 
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Information 

 
Number 

 
Scenario 

Number of 
spoofed 
satellites 

 
Pull-off time 

1 minority spoofing 2 100n𝑠 
2 majority spoofing 10 1m𝑠 
3 all spoofing 16 100ns 
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spoofing scenarios, the RNSS RAIM method can only detect 
the spoofing signals, but cannot accurately identify them, while 
the RDSS-assisted method can achieve correct detection and 
identification. 

When the number of spoofing satellites continues to 
increase  (> 𝑁 − 4) , according to the principle of satellite 
signal solving, the amount of information from the real satellite 
signals is no longer sufficient to obtain an accurate solution, 
leading to position and clock difference shifts. However, it is 
still possible to focus on the problem of detecting spoofing 
signals, which can alert the user to the presence of spoofing 
signals. 

The changes of the residual statistics under both methods in 
the scenario of full satellite spoofing are illustrated in Fig. 6. As 
observed, the RAIM algorithm that only uses RNSS 
information does not indicate an increase in the residuals and 
remains below the threshold throughout the simulation, 
indicating a complete failure of spoofing detection. On the other 
hand, the residual statistics for the RAIM algorithm assisted by 
RDSS information gradually increase with the increase of the 
pull-off time, and once the alarm threshold is exceeded, it 
triggers an alert to the user that the system is being spoofed. 
Thus, it is evident that the RDSS-assisted method demonstrates 
superior spoofing detection performance compared to the 
RAIM algorithm that solely relies on RNSS information. 

IV. CONCLUSIONS 

This paper addresses the issue of vulnerability to spoofing 
interference in BDS RNSS positioning and timing services. 
Although traditional RAIM can detect and identify spoofing 
interference by detecting redundant observations, it fails when 
most or all satellites are spoofed. Methods based on external 
information assistance, such as IMU and high precision clocks, 
are expensive. In this paper, we propose a BDS spoofing 
detection and identification method using RDSS pseudo-range 
assistance to leverage the advantages of BDS RDSS being less 
susceptible to spoofing. The received RDSS pseudo-ranges of 
GEO satellites are involved in the least squares residuals 
algorithm to improve the spoofing detection capability. 
Simulation results demonstrate that the RDSS-assisted method 
effectively detects and identifies spoofed satellites even when 
most satellites or all satellites are spoofed, significantly 
improving the availability compared to traditional RAIM. 

The utilization of RDSS pseudo-range observation as 
additional reference information for the RAIM algorithm 
enhances the spoofing detection and identification capability of 
the integrity algorithm, while capitalizing on the combined 
advantages of the high reliability of RDSS and the high 
precision of RNSS. Future research may focus on the fusion 
processing method of BDS RDSS and RNSS to improve the 
accuracy of deception interference detection, enhance PVT 
accuracy, and promote the widespread application of BDS in 
various industries. 
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Fig. 5. Variation of the clock difference obtained by the two 

methods when 10 satellites are pulled off 

 
Fig. 6. Variation of residual statistics for all satellite spoofing 

scenario 
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